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8 years old
#1
90% of men aged 18 have been 
exposed to explicit 
pornography. The average age 
they first vowed it? 8-11 years 
old.  Can you imagine that? 
What were you looking at when 
you were 8? Chances are, your 
kids have already been exposed 
to some very graphic stuff. 
 
--The Novus Project

5 Facts to know about kids and social media 
consumption

Addiction
#3

50% of teens admit to 
feeling addicted to their 
device. But get this: 
28% of teens feel their 
PARENTS are addicted, 
too. (Gulp.)
 
--Common Sense Media

#5
78% of teens admit to checking their 
phones hourly. But guess what: 69% of 
parents admit to doing the same thing. 
 
--Common Sense Media

Made you look

Codes to know
#2
If you happen to see these on 
your child's phone, pay 
attention: 
 
IWS = I want sex
GNOC = get naked on camera
CU46 = see you for sex
9 = parent watching
PIR = parent in room
POS = parent over shoulder
 
--Teen Safe

9 hours
#4
The average teen 
spends 9 hours or more 
a day consuming 
media. That's more 
than an average work 
day!
 
--Common Sense Media

#6
Sexting, sending or viewing graphic images via a 
message, is rampant among teens and young 
adults. In fact, 63% of teachers in the UK admitted 
to knowing that their 14-year-old pupils were 
sexting.
 
--Irish Examiner

Sexting
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Be Informed
15 apps that could spell danger

If you see these apps on your child's phone, talk to them
immediately about the potential dangers.



Messenger	'light'
There	is	a	now	a	Facebook	
messenger	for	kids	that	
allows	children	younger	
than	13	to	have	a	
messaging	account	with	
limited	access.

You	decide
Each	Facebook	user	can	add	as	little	or	
as	much	personal	information	as	they	
want	about	themselves	on	their	“Profile	
Page.”	This	page	can	share	details	
about	you	as	a	person,	your	photo,	
name,	where	you	live,	your	birthday,	
where	you	go	to	school,	occupation,	
interests,	religion,	and	even	your	
relationship	status.	

I	see	you
Facebook	users	have	the	option	
to	share	their	location	on	every	
post.	Explain	to	your	child	why	
they	should	not	do	this,	and	
change	their	privacy	settings	so	
your	child's	friends	can't	share	
your	child's	location,	either.	

Messenger	is	an	instant	messaging	
service	connected	to	Facebook.	
However,	unlike	most	text	
messaging	apps,	Messenger	can	do	
more	than	send	texts.	A	user	can	
send	pictures,	videos,	and	money.	
You	can	also	share	your	location,	
make	video	or	voice	calls,	or	play	
games	with	another	user.	

10	Things	to	know	about:

Facebook

13?
Account	members	must	
be	13	to	set	up	an	
account,	but	this	is	
easily	sidestepped	if	kids	
lie	about	their	age	when	
they	set	up	their	
account.

“Friending”	your	child	doesn't	
always	mean	you	can	see	
everything	they	post.	Facebook	
allows	users	to	select	which	
friends	they	want	to	be	able	to	
see	a	particular	post,	and	they	
can	hide	you	from	their	shared	
content	or	pictures	they	have	
been	tagged	in.	(More)

Friends?

Messenger

Finder's	keepers
Users	have	the	option	to	allow	anyone	
to	find	them	via	the	Facebook	search	
engine.	This	can	expose	your	name	
and	personal	details	to	the	world's	
search	engines	like	Google	Search.	Be	
sure	that	is	function	is	turned	OFF	in	
your	child’s	privacy	settings.	

Stop	it
A	user	block	another	user	from	seeing	
their	page	and	the	content	they	share.	If	
someone	is	harassing	your	child,	blocking	
that	person	may	be	a	good	idea.	You	can	
block	a	user	by	clicking	on	the	question	
mark	at	the	top	right	on	any	Facebook	
page,	select	Privacy	Shortcuts,	then	select	
“How	do	I	stop	someone	from	bothering	
me?”	Enter	their	name	or	email	address.	

Check-up
Do	you	want	to	double	check	your	
privacy	settings?	First,	click	the	“...”	on	
your	profile	page,	then	click	“View	As…”	
in	the	dropdown	menu.	You’ll	see	what	
your	profile	looks	to	the	public.	To	see	
how	your	profile	appears	to	a	specific	
person,	like	a	friend	or	coworker,	click	
“View	as	Specific	Person”	to	type	their	
name	and	press	enter.
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Report
While	many	children	use	Facebook	to	
connect	with	their	friends,	it’s	often	
used	for	cyberbullying,	especially	
among	young	people.	If	this	is	
happening	on	your	page	or	your	
child’s	page,	you	can	use	the	“report”	
function.	You	can	learn	how	and	what	
to	report	here.	

https://messengerkids.com/
http://resources.uknowkids.com/blog/bid/159119/Top-10-Things-Parents-Should-Know-About-Facebook-for-Kids
https://www.facebook.com/help/181495968648557


'Finsta'
The	term	"Finsta"	(fake	Insta)	
applies	to	accounts	kids	use	
under	made-up	names	where	
they	share	content	they	only	
want	to	share	with	certain	
people.	Finsta	accounts	are	
also	used	to	post	racier	
content	and	bully	people.

#
When	a	hashtag	sign	is	used	in	
front	of	a	word	on	user’s	caption	-	
that	word	becomes	a	link	to	
anyone	else’s	public	profile	that	
also	used	that	hashtagged	word.	
This	opens	the	door	for	your	child	
to	see	photos	and	videos	from	
strangers	all	over	the	world.	

Did	you	know?
Instagram	Direct	-	a	function	
within	the	app	-	allows	users	to	
send	private	photos	directly	to	
other	users.

Instagram	users	can	live-
stream	video,	and	video	
streams	and	selected	
private	photos	will	
disappear	24	hours	after	
posting.	

10	Things	to	know	about:

Instagram

Default
Photos	and	videos	are	
public	by	default	and	
can	contain	location	
data.	So	it's	important	
for	kids	to	use	privacy	
settings	to	limit	their	
audience.	

One	of	the	biggest	draws	of	
Instagram	is	the	instant	
feedback	kids	can	get.	
Collecting	a	large	number	
of	followers	--	and	
flattering	comments	--	is	a	
badge	of	honor	for	many	
users.

Followers

Live

Location
Instagram	allows	you	to	share	a	lot	of	
personal	information,	including	full	
first	and	last	name,	age,	gender,	email	
address	and	phone	number.	Similarly,	
geo-tagging	—	one	of	the	most	popular	
Instagram	features	—	can	reveal	your	
teen’s	location,	and	the	exact	spot	that	
a	picture	was	taken.

Tips
Instagram	has	created	a	Tips	for	
Parents	section	in	their	app	and	on	
their	website.	Here	you	can	find	
basic	information	about	the	app,	
safety	tips,	and	how	to	remove	a	
picture	that	violates	Instagram’s	
guidelines.

Hiding
A	user	can	search	for	people,	places,	and	
types	of	photos	by	using	the	search	bar	at	
the	top	of	the	screen.	Unfortunately,	this	
is	also	the	area	where	your	teen	can	find	
endless	inappropriate	material	without	
ever	using	a	browser.	The	search	history	
can	be	cleared	in	an	instant	by	simply	
selecting	Clear	Search	History.	
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The	worst
According	to	a	recent	survey,	
Instagram	is	the	worst	social	media	
platform	for	mental	health	among	
teens	and	young	adults.	The	constant	
sharing	of	photos	from	friends	and	
brands	can	result	in	low	self-esteem,	
anxiety,	and	depression.	

https://help.instagram.com/154475974694511/?helpref=hc_fnav&bc[0]=Instagram%20Help&bc[1]=Privacy%20and%20Safety%20Center
https://help.instagram.com/477434105621119?helpref=faq_content
http://time.com/4793331/instagram-social-media-mental-health/


Pocket	porn
Almost	27%	of	teens	are	
receiving	sexts	and	nude	texts	
(sexting),	and	almost	15%	are	
sending	them,	according	to	
findings	in	the	Journal	of	the	
American	Medical	Association	
(JAMA)	Pediatrics.

Criminal?
Did	you	know	sexting	can	be	
considered	child	porn?	By	
law,	minors	(anyone	under	18)	
who	are	caught	sending,	
possessing,	or	distributing	
(i.e.	sharing	with	friends)	
nude	pictures,	can	face	major	
criminal	charges.

Addiction
Because	a	teen’s	mind	is	
still	developing,	their	
brains	are	more	at	risk	for	
pornography	addiction	
than	an	adult’s	brain.	

25%	of	teens	have	been	
exposed	to	porn	
online	when	they	
weren’t	even	looking	for	
it.	(Covenant	Eyes)

10	Things	to	know	about:

Kids	and	Porn

How	old	are	you?
Most	adult	websites	
only	require	someone	to	
enter	their	age	to	allow	
access.	This	makes	it	
very	easy	for	a	child	to	
watch	pornography.

93%	percent	of	males	and	
62	percent	of	females	in	
college	reported	having	
seen	porn	as	adolescents,	
according	to	a	2008	study	
from	the	University	of	
New	Hampshire.	

They're	watching

Trying	not	to

Marketing
Many	porn	websites	use	an	
aggressive	and	strategic	
“marketing”	strategy	to	bring	
in	adolescent	viewers	that	
were	not	initially	or	
intentionally	seeking	out	
pornography.	

It's	everywhere
Social	media	platforms	have	made	
pornagraphy	very	accessible	to	
young	adults.	In	fact,	four-in-five	
students	do	not	think	that	social	
media	companies	are	doing	
enough	to	protect	them	from	
pornography.	

'Sex	ed'
According	to	the	National	
Union	of	Students,	60%	of	
students	surveyed	said	they	
watch	porn	to	learn	more	
about	sex	and	to	fill	in	gaps	
in	their	sexual	education.
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1,000	per	second
In	2017	alone,	one	popular	porn	
site	got	28.5	BILLION	visits.	
That’s	almost	1,000	visits	a	
second,	or	78.1	million	a	day—way	
more	than	the	population	of	the	
entire	United	Kingdom.	(Fight	
the	New	Drug)

http://www.covenanteyes.com/when-your-child-is-looking-at-porn/
https://fightthenewdrug.org/how-the-porn-industry-gains-and-exploits-its-lifelong-clients/
https://www.tes.com/news/school-news/breaking-news/public-wants-schools-teach-about-porn-and-sexting
https://fightthenewdrug.org/by-the-numbers-see-how-many-people-are-watching-porn-today/


Turn	it	off
If	your	child	has	an	
account,	make	sure	it	is	set	
to	private	and	that	the	
location	service	is	turned	
off	for	the	account	to	avoid	
interaction	with	strangers.

&$%^#
Many	of	the	songs,	clips,	
and	audio	pieces	that	young	
children	have	access	to	
through	the	app	have	curse	
words	or	inappropriate	
content.

Karaoke
Viewers	can	like,	
comment,	share,	start	
a	“duet,”	or	record	a	
video	using	the	same	
music	clip.

Users,	or	“musers,”	have	found	
a	way	to	video	chat	with	
strangers	through	music.ly	by	
downloading	an	additional	
app,	Live.ly.	This	has	opened	
the	door	for	sex	traffickers	to	
target	young	children.

10	Things	to	know	about:

Musical.ly

What	is	it?
Musical.ly	is	a	social	media	
platform	for	creating,	sharing	
and	discovering	short	music	
videos.	Millions	of	music	
videos	are	shared	across	the	
world,	and	it	has	grown	to	be	
very	popular	among	young	
teenagers.

Musical.ly	is	easier	than	most	
apps	to	create	a	profile	
without	meeting	the	age	
requirement.	When	creating	
an	account,	all	you	have	to	do	
is	put	in	an	email	address,	
phone	number	or	connect	to	
Facebook.

Beware

Predators

See	no	evil
While	Musical.ly	won't	let	you	
search	for	objectionable	content	
such	as	"sex"	or	"porn,”	it's	easy	
to	find	people	wearing	revealing	
clothing	and	dancing	
suggestively	by	clicking	on	
hashtags	in	the	comments.

#NoFilter
Other	than	blocked	search	terms,	
there's	no	way	to	filter	out	content	
on	musical.ly,	so	kids	using	the	app	on	
their	own	might	come	across	age-
inappropriate	videos.	Parents	can	and	
should	monitor	the	use	of	this	app	very	
carefully.

Blocked
A	user	can	and	should	report	
any	content	that	appears	
inappropriate	or	offensive.	
You	also	have	the	option	to	
block	other	users	that	share	
explicit	content.
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Bullying
Music.ly	is	known	for	cyber	
bullying,	with	children	and	
adults	targeting	other	young	
children	and	tearing	them	
down	in	the	comments	
section.	



Snapchat	'light'
A	modified	version,	"Snapkidz,"	
is	available	for	children	
younger	than	13.	They	can	still	
take	Snaps,	draw	on	them	and	
create	captions.	However,	the	
function	of	sending	or	
receiving	Snaps	is	not	
supported.	

Sexting
While	it	is	certainly	not	the	stated	
primary	use	of	the	app,	there	have	
been	reports	about	Snapchat	being	
used	for	“sexting”—taking	naked	or	
sexually	suggestive	pictures	of	oneself	
and	sending	them	to	someone	else.	
Kids	feel	a	sense	of	false	security	
because	the	pictures	"disappear,"	but	
they	can	still	be	saved.

You	agreed
When	you	send	a	Snap	to	someone	via	"Snapchat,"	
you	give	Snapchat	a	"non-exclusive,	worldwide,	
royalty-free,	sublicensable	and	transferable	
license	to	use,	reproduce,	modify,	adapt,	publish,	
create	derivative	works	from,	distribute,	perform	
and	display	such	user	content	in	connection	with	
the	services,	subject	to	your	use	of	privacy	
settings	in	the	services	to	control	who	can	see	
your	user	content."	See	Terms	of	Use

A	“Snapchat	Story”	is	a	set	of	
photos	or	videos	that	can	be	
made	public	to	the	user’s	
entire	friend	list.	The	story	is	
only	viewable	for	24	hours,	but	
it	can	be	viewed	an	unlimited	
number	of	times	during	that	
window.

10	Things	to	know	about:

Snapchat

What	is	it?
Snapchat	is	a	free	photo	
and	video	sharing	app.	
Teens	love	the	ability	to	
"share	a	silly	moment"	
with	their	friends,	and	in	
less	than	10	seconds,	the	
photo	disappears.	

Many	assume	that	because	
video	and	photo	texts,	or	
"snaps"	as	they	are	called,	
disappear	in	just	a	few	
seconds	the	app	is	totally	
harmless.	However,	photos	
can	be	saved	as	screenshots.	
The	sender	is	notified	when	
this	happens.

But	wait...

What's	the	story?

Regulars
If	an	emoji	appears	next	to	a	
friend’s	name	on	their	
snapchat	list,	it	usually	means	
this	is	someone	that	they	send	
pictures	and	videos	to	often.	
See	the	meaning	of	each	emoji	
here.

Discover
The	“Discover”	page	can	be	found	
when	the	user	swipes	the	screen	to	the	
right.	This	features	stories	from	
different	brands	and	news	media	
outlets.	If	a	story	appears	that	a	user	
deems	inappropriate,	there	is	no	way	
to	“hide”	any	of	them	on	this	page.	

Money
“Snapcash”	allows	users	to	
send	each	other	money	
through	the	app.	The	terms	
of	use	require	the	user	to	be	
18+	and	have	a	credit/debit	
card	or	a	checking	account.
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Be	careful
Users	can	view	Snapchat	original	
television	shows	in	the	app.	These	are	
designed	for	short	attention	spans,	
and	often	feature	content	that	is	
shocking	or	inappropriate.	There	is	no	
way	to	monitor	what	is	being	viewed,	
and	the	user	cannot	“unfollow”	these	
channels.

https://www.snapchat.com/terms
https://support.snapchat.com/en-US/a/friend-emojis


For smartphones

5 free apps to help parents 

 

Moment
Moni“or yo”r en“ire family’s iPhone 
and iPad ”se from “he comfor“ of 
yo”r own phone. Yo” can se“ daily 
limi“s on yo”rself and be no“ified 
when yo” go over and even force 
yo”rself off yo”r device when yo”’re 
over yo”r limi“.

Unglue
An app “ha“ will help yo”r en“ire 
family learn heal“hy habi“s online 
“ha“ fea“”res sched”ling, limi“s, and 
even physical mo“iva“ion “o earn  
more online “ime.

OurPact
O”rPac“ is a simple family loca“or 
and paren“al con“rol app “ha“ allows 
paren“s “o loca“e family members 
and limi“ screen “ime by blocking 
in“erne“ and app access.

Digital Compass
From Common Sense Media, “his app  
is a choose-yo”r-own adven“”re, 
in“erac“ive game for iPad and iPhone. 
Developed for 6“h “o 9“h graders and 
available in English and Spanish 
lang”ages, Digi“al Compass le“s 
s“”den“s s“ep in“o “he shoes of one 
of eigh“ charac“ers “o experience “he 
“wis“s and “”rns of daily digi“al life. 

  

  

DinnerTime Plus
This app le“s yo” moni“or and 
manage yo”r kid’s online ac“ivi“ies 
and even sched”le breaks for “hem. 
Yo” can also se“ g”idelines for yo”r 
kid’s online ac“ivi“ies like how m”ch 
“hey can spend online, ge“ real-“ime 
moni“oring ”sage and his“ory.

 


