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Safe Online Talk
INTERNET TRAFFIC LIGHT

TEACHER VERSION 

Teacher Instructions
After arranging the class into groups of four or five and distributing the Internet Traffic Light 

Student Handout, guide students through the Internet Safety Tips below. These tips also appear on 
their handouts.  

Internet Safety Tips
If you develop a friendship with someone online, be sure to ask yourself the following questions:

��+DV�WKLV�SHUVRQ�DVNHG�PH�WR�NHHS�DQ\�LQIRUPDWLRQ�VHFUHW"

��+DV�WKLV�SHUVRQ�IOLUWHG�ZLWK�PH��RU�DVNHG�PH�DERXW�DQ\WKLQJ�VH[XDO"

��+DV�WKLV�SHUVRQ�DVNHG�PH�DERXW�DQ\WKLQJ�SULYDWH"

��+DYH�,�IHOW�SUHVVXUHG�E\�WKLV�SHUVRQ�WR�GR�DQ\WKLQJ"

��'R�,�IHHO�WUXH�WR�P\VHOI�²�VWLFNLQJ�WR�P\�YDOXHV�²�ZKHQ�,�WDON�WR�WKLV�SHUVRQ"

If someone starts chatting with you about inappropriate topics or asks you to send a picture of yourself, 
end the conversation immediately. And never plan a face-to-face meeting with someone you met online 
without taking a parent or guardian along.

DISCUSS the idea that just as drivers need rules when they’re on the road, students need rules when 
they’re online. Drivers also need traffic lights to tell them when they need to stop, and when it’s safe to 
proceed. Because the Internet has no traffic lights, students need to develop their own internal traffic 
lights. These will tell them when it’s safe to proceed, and when they should come to a stop. 

TELL students to begin the activity by reading the directions on their handouts (see below).

Directions
:KHQ�SHRSOH�GULYH��WKH\�VKRXOG�NQRZ�WKH�UXOHV�RI�WKH�URDG��7UDIILF�OLJKWV�WHOO�WKHP�ZKHQ�LW¶V�VDIH�WR�
PRYH�IRUZDUG��DQG�ZKHQ�WKH\�QHHG�WR�VWRS�

1. Take three sheets of paper and draw a circle on each one. Color your circle “lights” green, 
yellow, and red.

2. With your group, read through each of the following stories. Use the Internet Traffic Light 
descriptions on the next page to help you decide whether it is a green, yellow, or red light 
situation. When you have made your choice, take one of your lights and place it face down in 
front of you.

3. Wait until all group members have made their choices, and then flip your papers over. Discuss 
the choices you made, and decide as a group which one is best.

4. After each story, write down the choice your group made and why.
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ALLOW students 10 to 15 minutes to complete the activity. Then reassemble the class. 

DISCUSS each story, inviting students to explain the choices their groups made. Although the students should 
think critically about their choices, it is important for them to understand that there sometimes are truly correct 
answers, especially when it comes to “red light” and “yellow light” situations. You may also use the following 
material to guide class discussion:

$EE\·V�6WRU\
$EE\�LV�����<HVWHUGD\�ZDV�KHU�IULHQG�,YDQ¶V�EDU�PLW]YDK��DQG�$EE\�FKDWWHG�ZLWK�VRPH�RI�KLV�UHODWLYHV�DW�WKH�
SDUW\��7RGD\��$EE\�ORJV�RQ�WR�WKH�VRFLDO�QHWZRUNLQJ�VLWH�0\)DFH�DQG�VHHV�D�IULHQG�UHTXHVW�IURP�,YDQ¶V�XQFOH��
6KH�GRHVQ¶W�NQRZ�KLP�YHU\�ZHOO��EXW�WKH\�GLG�FKDW�D�OLWWOH�ELW�DERXW�VFKRRO�DW�WKH�GHVVHUW�EXIIHW�

Discussion: YELLOW – SLOW DOWN, BE CAUTIOUS. Abby should think twice about this one. The best thing 
she can do is ask her parents what they think about the situation. If they think it’s fine, Abby should also let Ivan 
know and ask for his permission. If everyone gives her the thumbs up – and she feels comfortable being the 
uncle’s friend on MyFace – then it’s probably all right to accept his request. Abby should consider putting him on 
a limited profile setting so that he can’t see her personal information or tagged photos. She should also check out 
their mutual friends.

Additional Questions: :KDW�LI�,YDQ¶V�DXQW�DVNHG�WR�EH�$EE\¶V�IULHQG�RQ�0\)DFH�LQVWHDG"�:RXOG�WKH�VLWXDWLRQ�
IHHO�GLIIHUHQW"�:K\�RU�ZK\�QRW"�'R�\RX�KDYH�DGXOW�IULHQGV�RQ�)DFHERRN�RU�0\6SDFH"�,I�VR��ZKDW�PDGH�\RX�
GHFLGH�WR�OHW�WKHP�EH�\RXU�RQOLQH�IULHQG"

9LQFH·V�6WRU\
9LQFH�LV����DQG�ORYHV�SOD\LQJ�(VFDSH*R�±�D�IDQWDV\�FRPEDW�00253*��PDVVLYH�PXOWLSOD\HU�RQOLQH�
UROH�SOD\LQJ�JDPH���:KHQ�KH�ILUVW�VWDUWHG�SOD\LQJ��DQRWKHU�DYDWDU�ZDV�QLFH�WR�KLP�DQG�KHOSHG�KLP�OHDUQ�
WKH�ZD\V�RI�WKH�JDPH��6LQFH�WKHQ�WKH\¶YH�EHHQ�JRRG�IULHQGV�RQOLQH��FRPSOHWLQJ�TXHVWV�WRJHWKHU�DQG�
SURWHFWLQJ�HDFK�RWKHU�GXULQJ�FRPEDW��2QFH��RQH�RI�WKHLU�WHDPPDWHV�DVNHG�WKHP�KRZ�ROG�WKH\�ZHUH�GXULQJ�
D�TXHVW��³(QRXJK�VPDOO�WDON��GXGH��1RERG\�FDUHV��MXVW�SOD\�WKH�JDPH�´�9LQFH¶V�IULHQG�VDLG�LQ�UHVSRQVH��

Stop! 
Too dangerous  
to proceed.

The person you are talking to is clearly acting 
inappropriately, and the conversation needs to end.

Slow down, be 
cautious – and be 
prepared to stop.

Something about this conversation makes you feel 
uncomfortable. You’re alert for any signs of inappropriate     
or suspicious behavior.

Coast is clear  
(but look 
both ways!)

You feel safe and enjoy interacting with this person online. 
But you also remember that all conversations can take 
unexpected turns, so you’re prepared to put the brakes on if 
you need to. You have not provided any private information. 
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Discussion: GREEN – COAST IS CLEAR (BUT LOOK BOTH WAYS!) It sounds like Vince’s friend has his mind 
set on EscapeGo and not much else. This is a good sign. It’s exciting to be able to collaborate and strategize with 
other players in real time, too – that’s the beauty of MMORPGs. Vince should still be aware that he’s interacting 
with strangers online, and that it’s never a good idea to reveal private information in these kinds of settings. 

Additional Questions: :KDW�LI�9LQFH¶V�IULHQG�DVNHG�KLP�KRZ�ROG�KH�ZDV�ODWHU�RQ"�:KDW�LI�KH�ZDQWHG�WR�PHHW�
9LQFH�LQ�SHUVRQ�WR�WDON�DERXW�JDPLQJ"

.H\DQQD·V�6WRU\

.H\DQQD�LV����DQG�VKH�RIWHQ�SOD\V�:KDWYLOOH��D�YLUWXDO�ZRUOG�IRU�PLGGOH�VFKRRO�NLGV�OLNH�KHUVHOI��2QH�GD\��
DQRWKHU�DYDWDU�WKURZV�D�KHDUW�KHU�ZD\��.H\DQQD�NQRZV�WKDW�WKURZLQJ�KHDUWV�LV�D�FRPPRQ�ZD\�WR�IOLUW�RQ�
:KDWYLOOH��6KH�DOVR�NQRZV�KH¶V�QRW�D�QHZELH��EHFDXVH�LW�WDNHV�VRPHRQH�ZLWK�D�ORW�H[SHULHQFH�WR�GHVLJQ�WKH�NLQG�
RI�DSSHDUDQFH�WKDW�KLV�DYDWDU�KDV�

Discussion: GREEN – COAST IS CLEAR (BUT LOOK BOTH WAYS!) Flirting online can be fun, as long as  
it’s in a safe setting. And it’s a popular thing to do in tween/teen virtual worlds like Whyville and Habbo Hotel. 
Keyanna can choose to throw a heart back or not – it’s her decision. It’s also a good sign that the other avatar 
doesn’t look like a newbie. It takes a lot of time, energy, and youth-to-youth knowledge to make a trendy-looking 
avatar on Whatville. However, you can’t always judge a book by its cover. If Keyanna starts feeling uncomfortable 
in any way, she should stop contact with this avatar immediately.

Additional Questions: :KDW�LI�WKH�PDOH�DYDWDU�VWDUWHG�LQWHUDFWLQJ�ZLWK�.H\DQQD�LQ�:KDWYLOOH�DQG�QR�RQH�
HOVH"�'R�\RX�WKLQN�WKDW¶V�D�ZDUQLQJ�VLJQ"

&DWKHULQH·V�6WRU\��3DUW��
&DWKHULQH��ZKR�LV�����ORJV�RQ�WR�D�FKDW�URRP�IRU�WHHQDJHUV��+HU�VFUHHQ�QDPH�LV�&DWK\.LVVHV����$�JX\�FDOOHG�
0LNH\0LNH���VDLG�KL�WR�KHU�D�IHZ�GD\V�DJR��DQG�WKH\¶YH�WDONHG�HYHU\�GD\�VLQFH��+H¶V�UHDOO\�HDV\�WR�FKDW�ZLWK��
DQG�VKH�OLNHV�YHQWLQJ�WR�KLP�DERXW�WKLQJV�WKDW�DQQR\�KHU�DW�VFKRRO�DQG�DW�KRPH��6KH�KDVQ¶W�WROG�KLP�DQ\WKLQJ�
WRR�SHUVRQDO�\HW��³8�VHHP�VR�PDWXUH��8U����ULJKW"�,¶P����́ �0LNH\0LNH���VD\V�

Discussion: YELLOW – SLOW DOWN, BE CAUTIOUS. And definitely consider coming to a complete stop. 
Catherine should be aware that her screen name makes her a potential target for inappropriate contact in  
the chat room: it’s flirty, indicates her age, and even says her name. It’s good that Catherine hasn’t divulged too 
much personal information to MikeyMike99. That said, she should be cautious about treating him as her 
confidant. Some people (older teens or young adults, more commonly) develop inappropriate relationships with 
younger teens online over time, establishing feelings of trust and affection at first in order to make their advances 
seem more normal. 

Additional Questions: &DWKHULQH�LQVLVWV�VKH�KDVQ¶W�WROG�0LNH\0LNH���DQ\WKLQJ�WRR�SHUVRQDO��)URP�\RXU�
SHUVSHFWLYH��ZKDW�GRHV�WKDW�PHDQ"

&DWKHULQH·V�6WRU\��3DUW��
&DWKHULQH�LV�EDFN�RQOLQH�ZLWK�0LNH\0LNH����DQG�WKH\¶YH�EHHQ�WDONLQJ�IRU�DERXW�D�ZHHN�QRZ��+H¶V�VWDUWLQJ�WR�
IOLUW�ZLWK�KHU��DQG�VKH¶V�IODWWHUHG�EHFDXVH�KH�VHHPV�SUHWW\�PDWXUH��$IWHU�DOO��&DWKHULQH¶V�QRW�UHDOO\�LQWR�DQ\�RI�
WKH�JX\V�DW�KHU�VFKRRO��VR�VKH�OLNHV�I OLUWLQJ�ZLWK�0LNH�RQOLQH��6KH¶V�SUHWW\�JRRG�DW�LW�WRR��$QG�\HDK��KH�VDLG�
VRPHWKLQJ�WKDW�PLJKW�KDYH�EHHQ�NLQG�RI�VH[XDO�RQFH�RU�WZLFH��7RGD\�KH�ZULWHV��³&DQ�,�VKRZ�X�D�SLF"´�%HIRUH�VKH�
W\SHV�D�UHVSRQVH��KH�VD\V�DJDLQ��³.HHS�WKLV�SULYDWH�RN"�,�OLNH�X��&DW��,�KRSH�X�OLNH�PH���́
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Discussion: RED – STOP! TOO DANGEROUS TO PROCEED. Catherine has found herself in a sticky situation, 
whether she knows it or not. Talking sexually with people online is risky, especially if you know that person is 
older. There’s a good change that MikeyMike99’s picture is inappropriate, and Catherine should feel uncomfortable 
that he is asking her to keep something private. Even though she’s gone too far already, the power is still in 
her hands. Catherine should stop talking with Mike entirely. Even if it’s a little embarrassing, she should talk to 
friend or parent about what happened, too.

Additional Questions: :KDW�DUH�VRPH�ZD\V�LQ�ZKLFK�0LNH\0LNH���WULHV�WR�PDNH�&DWKHULQH�IHHO�FRPIRUWDEOH"�
(He uses a nickname (Cat) affectionately; he also appears to make himself vulnerable by telling her that he likes 
her, hopes she likes him too.) 


